BEST AVAILABLE COPY 



PATENT ABSTRACTS OF JAPAN 

(1 1)Publication number : 2004-180003 
(43)Date of publication of application : 24.06.2004 



(51)lnt.CI. 




H04L 12/46 




(21) Application number 


: 2002-344243 


(71)Applicant 


: KITT PEAK:KK 


(22)Date of filing : 

i 


27.11.2002 


(72)lnventor : 


ABE TAKUMI 

, ~- v.„^.. ■ —.^.^ J 



(54) COMMUNICATION NETWORK SYSTEM AND COMMUNICATION CONNECTION 
METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a 
communication network system and a communication 
connection method which enables P2P connection 
between different private address networks. 
SOLUTION: The communication network system 
performs P2P connection between a client 12A having a 
private address and a client 12B having the other private 
address. The client 12B predicts and creates a 
transmission destination port number and sends one 
packet including this transmission port number to the 
other party, and the client 12A predicts the transmission 
destination port number to create a plurality of 
transmission source port numbers and creates and 
transmits a plurality of packets 20-1 to 20-n including the 
transmission source port numbers respectively to the other party. When the transmission 
source port number of one of the plurality of packets coincides with the transmission 
destination port number of the one packet, 1:1 mutual connection is established. 
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5-4 T> hmwMgfrfrhii&o l A. 1 1 B£j£o'< Afr*;/? 

*, 1 1 A. 1 1 BO'tH-FtiOANefe*? T~s \- m^mm.) *R«c 

[0 0 3 9] 

@2 4r#ga LT*a«K«* P 2 Pigi££»ri£K1-;S> *?- F- (Port) g&^iffl^o^ 
Tgl^T^o S2a-^t LTgfifeL^JW-^ 1 1 A*>F*I1i£fii)% LTvUioi, n*- 

* 1 1 A <Dftffl K ',i , tf > -hS<^) f^^T's hl2.\ eO-ftfcU , *7f7>M 2A- 

1 % ?7-4TV\-\ 2 A- 2frtgmZtlX^&i,<Ok-t2>o 
[0 0 4 0] 

?7-f7> h- 1 2 A. 12A-1. 1 2 A - 2 ?) -£ n ^'ti-fi, (3 {?[5)^^Hc v fl.g6fcl£> * 
■9--^*-A^-v*'fr|!BKtfc«J Ufy/Sll, SI 3. SI 4, S 1 5) , 
^)^7-fT> KcJfLT^-^^f Uf ?7"S12) ofc ») Ltv>io ,v- * 1 l 

« TSrc IPJ i [SrcPor tj r- Kj* LTfijgie 

* fDs t i PJ i TDstPortJ *tt Ltv»4, 
[0 0 4 1 ] 

02 Id/jft Jt o t'v 1 1 AfcJ: *)StiSA T> M TS r c 
Po r i J & &&LfcRt£tt*> ft P o r {ff HH§-> tf, R$Hi|§&£ 

5^7> J- 1 2A©Afr/S 1 1 Cf4/^? f-"C-<i*-«ote3HH$&-0 rSrcPort 
(X 1) J frh FSrcPor t (P) J V , ^^R^X-r •? 7'S 1 2 ~ 

S 1 5 J V Tftt rSrcPoriJ* 1 , P + 1 „ P + 2 , P + 3 , P + 4 b 1 

ofoJg^T^iii:^^, ? t D \z9 7 y h 1 2 Aeo rSrcPor t J Con 

[0 0 4 2] 

El 2 £*&H&0l4>fejH B -*C i <A\ 5-f T > h 1 2 A, 12A-1. 12 A- 2^ 

rSrc IP / SrcPor t/Ds t IP/Ds tProtJ 
yvh*»et*i. ,v-*i l A£<fc P o r t §^<7>iSf*Bir[sJg& ;* Hfc 

liJ: »K 1 JiH± </.>■/>< oiHg&r.: filicic * 4: Ct -6 «, £<7>££J*, iffi^^T 

> f- 1 2B£ f &&c(ft«A'-? 1 lBWPor t §-^C9^$&T?i R ti £ ^&* 0 t£-=> 
"C, tHI A If .v- * 1 1 A ^rtilO ? 7^7>M2Ai, nU<T> 9 v4T> h 1 2Bi<0 
MtP 2 P^S-fT-pTa-H^Br^u-a-^rc^Ufi:, JV— 9 1 lAlfcttJl"-^! 1BU 
i5it4Po r t -f&fe^tf- h^&£^i8llLT&IS£l**&C,k;>r£4I£& 

[0 0 4 3] 

±ie<7>.>^ ;> M-fa LT, TC P '^T" •;> 6 o<7> v f D - )W 7 ^ 

^»«-t^ h^^-^x, (77^7^-*) it. C^SYN75^-t5> h 3: tl--C«/> 

i)'*-bZ>tc*>. P2PfStli3> l-o-,V757^H>UDP''^? F^H^So 
[0 0 4 4 ] 

^K, @3A, 3B, 3C*#SIT, P o r t f f ?l7)^','XA 

ZmmirC 9 ^4 ~r> h 1 2 A. 1 2B<^>f^<0P 2 P^*ISl^-f*o B3A-3Ctt- 



(10) 



[0 0 4 5 ] 

i-firf^ry }- l 2 Ati fS r c I P (A) /SrcPort (X) /Dst IP (L 
) /DstPort (Z) J i'/'i tt9rit#*-&tr » h I- v 7*S 2 1 ) 

v (7 7 H 7* 1 lA^L"Coe-*--"fl 5^c^>t4 ? 

T'S 2 2 ) o Jiie.^y v h K^-i H<>tt3T^ffico rSrc IP (A) /SrcPort ( 
X) /DsUP (L) /DstPort (Z) J <i\ * 1 lAT-e^NATM* 
10=1 P-VX*1'- (•'MCldvit rSrc IP (G) /SrcPort (P) /D S 
i I P (L) /Ds i Po r i (Z) J n 1 5t~fJ, ?5-f7 » 

> f- 1 2 AH«" ^-f ^S*^jE#rab&^g*-*iiJ5e1-«> Ufv^S 2 3) 0 
xf y rs 2 3 ts YE S"C<fe-& k & Kii. 9 7 -4 7 > Y I 2 A*M$3HSS* f - ? x 
KS«L (^tvt'S2 4) v NO T** i £tcf*.» 5 -f T >" h 1 2 A K^HpnJ"* Jsfci" 
& Ut?/S25) o *'r v /S 2 4 £*rr Lfci&Ufi. BfcT--<f— >t l 5 li, ?7-f 
T> b 1 2 Afc*4 Ltc^ >atiy£j§«i-& (Xf ?"S26) „ ?'/S 2 5Cjt 
*j£-fi4 izii.^-f' v 7*S 2 6 l- J: * j|HI li )l- >? \ l A LX t ? 1 T > H2AC 

[0 0 4 6] 

l^.fi&U, H^ryl- 1 2 B £ D fef 1 5 IcfcrLT fSr c I P (B) /SrcP 
o r t m /Ds t IP (L) /Ds t Po r t (Z) J t -ttMIJWft* $tt ? * 
hfrSHSl (^f -//S2 8) . lB^irl'v Bkf--9--/t l y-J- 

&o DkT--H— /f 1 5 <i^^/<^r ~y MCjtfc u ^ -f i^f ;»^S2 9) 

0 M^itl* rSrcIP (B) /SrcPort ( Y ) /Ds t I P (L) / 
DstPort ( Z ) J ti, mmz, *-?llB-?rSrcIP (H)/SrcPor 
t (Q) /Dst IP (L) /DstPort <Z) J fcSE!*3it*<, nf-fwq 5 

. H-f7>f 1 2B^^<OD^-f > jE-^ei> •© sM-^JSeT Z> (* 7- 7" 

S 3 0) o fy^^-r /S 3 0 T'v YES V$>Z> k $ Ktf * 7-4" T > f- 1 2 B<?>f£j3Hi *R 
jr I (7f v/S3 1) . NOt'*<)i^:fi^i'7 , /H 2BC 

1 5 ii, 9 7 i ry y 1 2 A Kit LTn^ yVfmmt§-t*> y y S 3 3 ) <, xf 
r;-/S3 2 t£ J: 2>jH<t i^ii^r^ / S 3 3 K <fc «>Jife(* fr— 9 1 1 B LT> 5 -f 
T^N^BCi^S^iU (xf»^S34), 

[0 0 4 7] 

*-5<7>H 2 A, 1 2 B^-fcft^ttTNi* t « n it 4 y&RK. X o T D ^ 4" 
jSJ» L^^S^^^^T^ (at -;yS3 5 , S3 6) o C-trJi. a ^ > j&'|£j*?L ic 

[0 0 4 S] 

±.m<r>frB.<7>T V . * 7?^ > ?• 1 2 Atf* rSrc IP (A) /SrcPort ( 

X+ a) /Ds t I P (L) /Dst Port (Z) J cO&mit$ft*-£ trC'** y N"C\ 
DtT-*-/<l 5KfcrLT, ?7<(Ty h 1 2B t«0P 2 PiSJS^g^^JH®^^ (^r « 

•y y s 3 7) o ---?\ ±u<ov v i ym^mm tfz rsrcPo r t <x) j rs 

report (X + a) J^-tPor t M*jS£56l tSfi L"C^*<> c:<ioc t iiSgt 
*^>o atttt*^S»T^ i«>X + a t«»»^*rLv»*- h (Port) ^HtT, ,v 
1 lAUfeVT'tftL^Po r tSf (P+b) ^</.)^^t-rT^^<>o bliip-hv 
?e/^-C&l£3fcfc^?t5efcig^?*&o P 2 P«0S^{#v D^-t-/M 5Cn?' 

^ 1 1 AKJtKr<7>P o r t S-f-fc^T^-e&o 
[0 0 4 9] 

^7^7>H 2A^$tDe-^-/q5^ftl> (Xf ?7S3 8) k> n fcf — 

•9--^*! 54iS*>u* 7 Yry h 1 2 4 7 y h 1 2 A eo H £ £ ii-©-*- & ( 50 
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Xfy/S 3 9) o £<0|^K, rSrcPort (X) J jPKJR3*1&: TP o r t 

CP) J -ctt* < x rSrcPort (X+ a) J A<9EtfeS itfc [Port CP+ b) J 

a>9Por t #-^<t > ? 5 7 '/ M 2 A ^ n - ; J JH P 7 K (G) T 

> f 1 2 B^S*o 
[0 0 5 0] 

?7-fT>H 2Bli> u^-^-A'iSii^^^'fTy f- ] 2 A<somiRi:^*$r5Efei- 
« Uf V/S4 0J P 2 P&i&£a*pr-r-o;d>Sid--£*l]Se-r<e-> (7fv^S4 1) o 
*U5eX-r ? /S 4 1 T-v YES<5i ^Ciiuf-t-Al 5^P 2 P^RT^JIIgL (X-r 
y/S4 2) , N0<?>* § Ciio 1 5 KP 2 P^^BTl-^-fi-r^ _(xf-y 7"S 

(^f ?7"S -4 4) o 2Bt5>^d e-*-^' 1 5^<£>P 2 P^£?>nT5K 

K"f -or*- *eoj^ii, rSrc IP (B) /SrcPort ( Y + c ) /Ds t IP ( 
L) /DstPort (Z) J $6 ?• "Ctr*>4t«>o ^5-f7> h 

1 2 ANSI'S- ills) ^ r > b 1 2 B ^ o^'f Vl$fcf3J8 Lfc [SrcPort 

(Y) J frh rSrcPort (Y + c) J ^fc Po r tf-t*^SLT^* 0 c fiffii; 
«l&fife*, 3S>U*9 4*7> h 1 2Bli, ^r-v 7"S 4 2<T)%&X- [S r c I P (B 
) /SrcPort (Y+c+1) /Ds t IP (G) /DstPort (P + b + n) 
J h v .3? tiffl* y Y-Z? v-f T > h 1 2 A £*s L-Cia-1£k:js<S-+& (-X-r? 

/S4 5) o ?7-f7>M2A«>Port #-5?- tC O '/> T fiu ftUD kT~»r- 

/<! Sfrb Tl P (G) J t [Port (P+b) J tv»^«**ft4t^:^» [Ds t P 20 
or tj it I"p + b + nJ iiT&o n >) , n *2W# t fcaftttftT? 

[0 0 5 1] 

Mi<,ii*-ti> JW— ^ 1 lBt^P o r t #^«9&f&"<N -fry M:MLT TS 

r c PO r t (Y+c) J*TSrcPort (Q+d) J fc&ofcH-fr, 2fS« TS 
report (Y+c + 1 ) J ii T S r c P o r t l'Q+ d + 1 ) J Cffft*H*o &is 

[0 0 5 2] 

Dk'-t-A'] 5Ji s ^5-f7> M 2B»-£<0P 2 P&^oOPT£££fl?-«&£, j&fert 30 
3?**U£L Uf ?7"S4 6) «. ne-+-/<] 5i±^-7 <T> h I 2 AKig:££is@-*- 
^(^f-;/S4 7),:«, [SrcPort ( Y + c ) J J9*&&? itfc T P O r 
t (Q+d) J tv ^7-<7>H2 B^^d-/^ I P T KPX (H) £ ^ v -Y T> h 
1 2 AUSeti, ?f {7>H2At~fi, -I'-^l 1 A^LTC!f-f-Al5s- 

?nc? 7< h l 2 BUW-*-4btil»i:tt* (xf 7rS4 8) o * 

7-(7> h 1 2 A<±v ?7-^7> h 1 2B^5ai-2>ffi$Rt^*<-Scfv>TP 2 Pjg^ ? s^ 
il^»-S^^*a^T-© (Xf -;7*S4 9) o i^SJ&Btii* ?7-f7>h 1 2B 
#P 2 P^^tgrBTL/ct v>-j air^^TT', ^<7> X f •? ~f S 5 OCgfitJo 
[0 0 5 3] 

?7^7>H 2AJiv o fcf- •*-,••>' 1 5 7)^^ v-f T> J- 1 2 B<s0if ?Ri:^.^*:^€L « 
r.:f&. x-f y /$ 5 0 UJ$<.<*-C, it*>K* T v Y 1 2 B^fi^jS#l-^-€>c *r 
5 0K<k 7^ h 1 2Bt«0P 2 ?Ptlfeg*?:Se-f &o ?7*S 5 0 K 

J:* P 2 PP&3c#-Clix tlT^>-t < - KSESitjtWHOHv *?'tT> H2Bfrh 
j§-ff $ it* \v Yi-Si HZ> For t §^*?ffl9 1 , ±t£ nU#E&-+«> n -IB -Jr y Y 
* ? 7-4 t> }■ l 2 B K*j L"C&fe1- S> c t K J: <9 P 2 P ff •? o 
[0 0 5 4] 

*r v/S 5 0 Ci£<iS ti.Z>M%}<?) rtlr y H:^ * H & tt^ ffilRii TS r c IP (A) / 

SrcPort (X+a+1) /DstIP (H)/DstPori (Q+d + 1) Jf 
rs r c I P (A) J Ii75-f7> h 1 2 *7 4 --<- bl P7KI^, TS r 

cPort (X + a+1) J {if^S?*l*Po r t#-t. [DS t IP (H) J It? *7 4 » 
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T v Y 1 2 Bfrhi&bftfc? d-/«* I P7 TD s t. P o r t (Q+d+l)J 

HAKJloT TSrcIP (G)/SrcPort <P + b + m> /D 
stIP (H) /DstPort (Q + d + 1) J KSS*Sit*o 

I 0 0 5 5 1 — . . . „ , „ 

^5^r>H2 A^o 15^P2 Pig^K J:*^HH«r)S^*mL-C 

-?-oo*£Sj!> j ^ r y f- l 2BWDf-t-^ i 5 ^giU^ot< «i^-ci:ft 
tf)tt»W*'oT".»4» i<7)B#Pflrt^, * v A v > wtJA-ry b 1 2 Al*3?>{fi<7> 

"CcofiuIUO? rSrcPort (X + a) J 1 1 AK J: *» TP o r i (P + b) J 

K#&SHfc#x ? y S 5 0 C i ot^cSfitiULv"^ ? f-^;w-*l 1 A C 
A «3 Jt« Port S-f-Ji r? + b + 1 J -Cltt < . rP+b+mJ£&&£ ; ? 

:J £f JtB*>«*W&fclSU-C«! T**-* t*At>it*P o r tlf-f-<^if;MS <m) 

•rv-TS 4 5Ci^$i'7^> M 2BA'^7^t>H 2 A K SHI Lfc'"*^ v> Ml* 
C>Tttffl$ilfe TD HP.ort (P + b + n) J <T> TnJ #£<7>tf-C£>&o 
[0 0 5 7] 

x m^a^o (n-m) ^ (n-1) ^ m^n*^n.^ (m+n-1) 

0 ioT, (P + b+ m) £ (P+b + n) £ (P+b+m+n-1) WfVi&jW&JfcT & 

°[0 0 5 S] A 
[0 0 5 9] 

mi©/t-iry h2 0- 1 : 

rSrcIP(A)/SrcPorta+a+l)/BstIPCH)/DstPort«N+l)J 

-* rsrcIP(G)/SrcPort (P-HH-ni)/DstIP(H) /DstPort ((N+D J ; 

TSrc IP (A) /SrcPor t G+a+2) /Ds t IP 00/Ds tPor t «M+1) J 

— rsrcIP(G)/SrcPort(P+Hia+l)/BstIPaD/l>stPott((l+ii+DJ ; 

rSrcIP(A) /SrcPor t G+a+3)/Ds I IPCH>/DstPor t «W+1> J 

rSrcIP<G)/SrcPorl(P+lH-iB+2)/istIP(H>/D5tPort«l+d+DJ : 



SgnCD/t<*-y b2 0-n : 

rSrcIP (A) /SrcPor t «+a+n) /Us t IP (H>/Ds tPor t «N+1> J 

— rsrcIP(G)/SrcPort(P+fr«B+ii-l)/]>5tIP(H)/BstPort(Q+<l+l)J : 



[0 0 6 0] 
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m 3 c ;g * , p 2 p m jiM* f y/sso TJi , ±ie?> n u.tjs&-r * 

T>M2A*»&*9'fTyf 1 2 B — iH€ ?*i-6 nm^W.^ x'r y hft<D rSrcP 
ort (P+b+m) J it-h TSrcPor t (P+b+m+n-l)J <£>f59 K> * "r ? 
7*S 4 5Ui^^f-f7V h 1 2~Bfrh? 7 fry h 1 2 AKjg&K&fetLft'**- 7 h 
|*l<7> TD s t P o r t (P + b + n> J *W4CkT, P 2 P ^Kfl'Bj" &g K £ 2> <> e# 
ra^H 2 1 T-jg-fi ? it* n'(B<o/< y-?^it,, ";yS45<:iot^9'f7>'H 
2B^«7)>f>^5'fT> f- i 2 At:» LTiiMgfc:j§€?4vT <*/<^v f- 2 2 i^BtP 
orttfa'-aict^Cli, p 2 P««j&«fT*>at, P2Pie4fTUt» ! -C§* 0 
10 0 6 1 ] 

?5-f7>H 2A. 1 2 BO^H-ett-CJi. fUHfiXr- v 7*S 5 1 , 

3ft Lfci^g W 3 *U NOt*4iiK»Uf7yS5 0*J:0 ! xt^S4 5 
l^otv K&iiL Lfc^tr v <&<> ±S2*V?7-? h^^tcJc* ? 2 P 

S^^)^!iSe^65J-:ff^>*U->o $U»^f -;/S5 1, S 5 2"^Y E § t$l&( Ztlfck & 
Kf*, Por tf^-0:fCP2PjfiNS^^3iU f H-eiUrvrs 5 3, S54 
UJ: >9 P 2 Pii-ff 
[0 0 6 2] 

ffi&Ltzmmt^Vii. * 7 «f T > f- • *-/<v-^7 LTP 2 PSSCi* 
- f-T KW***-** 2^3§*St^rat^ ffcfrLTP 2 PiUIfctr^ I 

W^Sci LTHU 1 it 1 OtB£&«K&t?&-£otf$£B4*fe&e3*L« l^)^v 
[0 0 6 3] 

«I»Mi?MK^o8^KP 2 P&«*1f£&L P 2 Pi§#*fT ; ><r 

[0 3 A] *5|i£ufiU->**- hS#^-arM/d'»; lT«Sfiu->p 2 PM» 

[0 3B] h^-^ifflrn-^XAfc^ffl L-r«**U-> P 2 Pt&m<o 

[0 3C] h#-^ : filirJPd , «jXA*flffi LtiKJtUi P 2 Pmm<r> 

[04] ft*^y-<T>f. • ■w-/<j/*-r a ^igjf£*f& ^i-&P£# fcjt embo- 
li -C& &o 

[05] T> f- • *-/<5/*-r A C*- ^fl^S**^ £18.93-* 

& Nffi g J: tfM 7 d — 0 "C<6> •£> o 

[0 6] &*?>p 2 p^T«oRg®**ii4^i-*w«i3-J:o ? «! ! a7D-0r-**o 

[0 7] '^«P2 P^W*S69PflM/7L^«i5J:Wl7D-|at^« 0 
1 1 A, 1 1 B )W- * 
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